I-(i)
Functional Specification
	Has the end user agreed that the defined requirement is correct?
	

	Did the end user participate in the development of the requirements?
	

	Is there a user sign-off at the end of the requirements phase?
	

	Do the requirements define the limits of possible changes to the data volumes during the expected life of the application system?
	

	Was an analysis of security requirements carried out at the requirements analysis stage of the project? 
	

	Have the security requirements been identified and agreed prior to development of the application system?
	

	Have appropriate security controls including audit trails been designed into the application system?
	

	Is an ‘audit trail’ part of the functional specification?
	

	Is acceptance criteria defined?  If yes verify the system against it.
	


I-(ii) Software Development

	Is a Project Manager assigned for the project?
	

	Is the development methodology divided into a reasonable number of phases?
	

	Are there management checkpoints at the end of each phase?
	

	How frequently is the progress reported to the Project Manager?
	


I-(iii)
Project Management
	Are the estimates monitored?
	

	Are variances from schedules forwarded to senior management for action?
	

	Are the estimates and schedules changed as the projects fluctuate due to change requests or change in priority?
	

	Does the project have a Software Quality Assurance Plan?
	

	Is Project Milestone updated and Project schedule monitored
	


I-(iv)
Program change control

	Does the application have a version number?
	

	In how many libraries/folders/directories/PCs is the source stored?
	

	Is the source code password protected?
	

	How many programmers have access to the source code?
	

	On a sample basis, does the ‘Software Change Request’ form tally with the actual change made to the software?
	

	Do programmers write comments always within the source code?
	

	Was any ‘emergency’ amendment made to this application system?  If so, when was it made and when was it checked and authorized?
	

	Is a configuration management tool used for this application system?
	

	Is the user manual updated after a major change to the software?
	

	Is the Change Request form updated and corresponding entry made in Bug Tracker [Excel sheet to track the bugs.]
	


I-(v)-a
Testing independently
	Is this application system tested independently in Technology Department??
	

	Are end users involved in independent testing?
	

	Does the independent testing include testing of documentation?
	

	Does the independent testing analyze the manual portions of the system?
	

	Are independent test reports prepared?
	

	Does independent testing validate all of the support systems including operator procedures and backup procedures?
	

	Does the independent testing analyze the adequacy of the system of internal control?
	

	Does the independent test group understand the business nature of the application being tested?
	


I-(v)-b
Testing Error Conditions 

	Has a brainstorming session with end users been performed to identify functional errors?
	

	Have functional error conditions been identified for the following cases:

a) Rejection of invalid codes

b) Rejection of out-of-range values

c) Rejection of improper data relationships

d) Rejection of invalid dates

e) Rejection of unauthorized transactions of following types:

· Not a valid value

· Not a valid customer

· Not a valid product

· Not a valid transaction type

· Not a valid price

· Not a valid date

· Not a valid FX rate

· Not a valid interest rate

-     Specific Project Requirements

f) Alphabetic data in numeric fields

g) Blanks in a numeric field

h) All blank condition in a numeric field

i) Negative values in a positive field

j) Positive values in a negative field

k) Negative balances in a financial account

l) Numerics in an alphabetic field

m) Blanks in an alphabetic field

n) Values longer than the field permits

o) Totals which exceed maximum size of total fields

p) Proper accumulation of totals ( at all levels for multiple level)

q) Incomplete transactions (i.e., one or more fields missing)

r) Obsolete data in the field (i.e., a valid code that is now invalid)

s) New value which will become acceptable in future

t) A postdated transaction

u)
Change of a value which affects a relationship(e.g., ‘C’ in Julian)
	

	
	


I-(v)-b
Testing Error Conditions - continued
	Has the data dictionary list of field specifications been used to generate invalid specifications?
	

	Have the architectural error conditions been tested:

a) Page overflow

b) Report format conformance to design layout

c) Posting of data to correct portion of reports

d) Printed error messages represent actual error condition

e) All instructions are executed

f) All paths are executed

g) All internal tables are tested

h) All loops are tested

i) All ‘perform’ type of routines are tested

j) All compiler warning messages have been adequately addressed

k) The correct version of the program has been tested

l) Unchanged portions of the system will be revalidated after any part of the system has been changed
	


I-(v)-c
Testing States 

	Has the state of an empty table been validated?
	

	Has the state of an insufficient quantity been validated?
	

	Has the state of a negative balance been validated?
	

	Has the state of duplicate input been validated?
	

	Has the state of entering the same transaction twice been validated?
	

	Has the state of concurrent update been validated?
	


I-(vi)
Implementation and data conversion

	Are application defects apparent before the system is placed into production?
	

	Is the end user aware of application deficiencies before they are placed into production? 
	

	Are there adequate library controls to ensure that the proper version of the software is installed?
	

	Are detailed implementation plans prepared before going live?
	


I-(vii)
Training 
	Are operations personnel trained in operating the new application?
	

	Are the training materials consistent with the updated software?
	

	Are new employees given awareness training?
	

	Are the training needs assessed?
	

	Is the operations staff informed of how to handle all abnormal conditions for new applications (e.g., abnormal terminations or out-of-control conditions?
	


I-(viii)
Back-up and recovery

	How frequent is the data back-up?
	

	How frequent is the program back-up?
	

	Are copies of program and data stored off-site?
	

	Is the back-up tested on a separate machine to confirm recovery?
	

	Are storage media recopied regularly to ensure readability?
	

	Is there a procedure for recovery and business continuity including manual work required in case of a disaster?
	

	How long does it take to set up the application on a new machine?
	


I-(ix)
Access control / security / custody

	Is the anti-virus prevention system operational on the computer that is running this application?
	

	Are the source programs protected from unauthorized access?
	

	Is system documentation protected from unauthorized access?
	

	Has all confidential information been identified?
	

	Have the potential consequences of unauthorized disclosure been assessed?
	

	Are only those who have a ‘need to know’ authorized to access?
	

	Is information transmitted over telecommunication networks encrypted?
	


	Is access to authenticator keys and authentication routines restricted to authorized persons?
	

	Are storage media containing sensitive data and programs stored in a securely locked area and protected from unauthorized removal?
	

	Is test data protected and controlled?
	

	Is a terminal lockup used to prevent unauthorized access after a pre-determined number of incorrect attempts to access the system have been made?
	

	Does the system automatically shut down the terminal in question and allow intervention only by specially assigned department supervisors?
	

	Is each user limited to certain types of transactions?
	

	Are commands controlling operation of the application restricted to:

- limited number of personnel

- limited number of terminals
	

	Does senior management periodically review the terminal authority levels in the event of a purported or real security violation?
	

	Has the security officer initiated a review program to ascertain whether controls are fully operational?
	

	Does terminal hardware include the following?

· Terminal authorization?

· Terminal log for transactions?
	


I-(x)
Segregation of duties

	Are development and testing facilities separated from operational systems?
	

	Are duties separated to ensure that no one individual performs  more than one of the following operations?

Data origination?

Data input?

Data processing?

Output distribution?
	

	Are the functions of preparer and verifier adequately segregated?
	


I-(xi)
Fraud detection and prevention

	Are confirmations received through telecommunication networks checked promptly against source documents?
	

	Are the authorization limits for individual staff reviewed regularly?
	

	Is the use of utility programs (e.g., Data File Utility, Network Sniffer) restricted and closely controlled?
	

	Are the computer clocks synchronized for accurate recording?
	

	Are movements in inactive accounts reviewed regularly?
	


II – (i)
Source document origination

	Are source documents designed to minimize errors and omissions?
	

	Is access to source documents and blank input forms restricted to authorized personnel?
	

	Are source documents and blank input forms stored in a secure location?
	

	Is authorization from two or more accountable individuals required before source documents and blank input forms are released from storage?
	


II-(ii)
Source document authorization and transmission

	Are authorizing signatures used for all types of transactions?
	

	Is evidence of approval required for specific types of critical transactions (e.g., control bypassing, system overrides, manual adjustments)
	

	Are there satisfactory controls over the physical transmission of authorized source documents?
	


II-(iii)
Source document error-handling

	Are there documented procedures for handling source-document errors?
	

	Do they include the following?

· Types of error conditions

· Correction procedures to follow

· Methods for reentry of documents
	


II-(iv)
Source document retention

	Are source documents retained so that data lost or destroyed during subsequent processing can be re-created?
	

	Does each type of source document have a specific retention period pre-printed on the document?
	

	Are source documents stored logically to facilitate retrieval?
	

	Is a copy kept in the originating department whenever the source document leaves the department?
	

	Is access to records in the originating department restricted to authorized personnel?
	

	When source documents reach their expiration dates, are they removed from storage and destroyed in accordance with security classifications?
	


III-(i)
Data entry – authorization (Software related)

	Is password control used to prevent unauthorized use of the terminal?
	

	Are non-displaying facilities used when keying passwords?
	

	Are passwords changed periodically?
	

	Are passwords deleted once a person is transferred or leaves the job.
	

	Is a report produced immediately when unauthorized system accesses are attempted by way of terminal devices?

Does this report include the following:

· Location of the device?

· Date and time of violation?

· Number of attempts?

· User Identification?
	


III-(ii)
Data entry – completeness and accuracy

	Must all documents entered into the computer be signed or marked to indicate that they were in fact entered into the system, to protect against or reuse of the data, whether available or otherwise?
	

	Does terminal hardware include the following:

· Time-stamped messages?

· Record counts?
	


III-(iii)
Data validation and editing (Software related)

	Are pre-programmed keying formats used to ensure that data is recorded in the proper field, format, etc?
	

	Are help files used with on-line dialogue to reduce the number of data entry errors?
	

	Are all input data fields subjected to data validation and editing when an error is detected in an earlier field of the same transaction?
	


III-(iii)
Data validation and editing (Software related) - continued
	Are the following checked for validity on all input transactions?

· Codes?

· Characters?

· Missing data?

· Extraneous data?

· Limit checks?

· Record mismatches?

· Sequence?

· Balancing of quantitative data?

· Cross-footing of quantitative data?

· 4-digit year?

· Eurocurrency?
	

	Are overrides and bypasses restricted to officers?
	

	Are overrides and bypasses automatically recorded and submitted to officers for analysis?
	

	Does the application prevent entry of duplicate records?
	

	In GUI applications and data entry screens, are radio buttons used for mutually exclusive options?
	


III-(iv)
Data input error handling (Software related)

	Are transaction rejections caused by data entry errors recorded?
	

	Are debit and credit type entries used instead of delete or erase type commands to correct rejected transactions on the suspense file?
	

	Is the application designed to reject delete or erase type commands?
	


III-(iv)
Data input error handling (non-technical)

	Do documented procedures explain how to identify, correct, and reprocess data rejected by the application?
	

	Are errors displayed or printed immediately on detection for immediate correction by terminal operator?
	

	Do error messages provide clear, understandable, cross-referenced corrective actions for each type of error?
	

	Are error messages produced for each transaction containing data not meeting edit requirements?
	

	Are error messages produced for each input data field not meeting edit requirements?
	

	Are transaction rejections, caused by data entry errors, corrected by the terminal operator?
	

	Are transaction rejections, not caused by data entry errors, corrected by the user originating the transaction?
	

	Does the user department independently control data rejected by the application?
	

	Is the automated suspense file used to control follow-up, correction, and re-entry of transactions rejected by the application?
	

	Is the automated suspense file used to produce analysis of the following for management review?

· Level of transaction errors?

· Status of uncorrected transactions?
	


III-(iv)
Data input error handling (non-technical) -continued
	Are these analyses used by management to make sure that corrective action is taken when error levels become too high?
	

	Are these analyses used by management to make sure that corrective action is taken when uncorrected transactions remain far too long on the suspense file?
	

	Are reports made to progressively higher levels of management if these conditions worsen?
	

	Are all corrections reviewed and approved by officers before re-entry?
	


IV-(i)
Data processing integrity (Software related)

	Are there checks to ensure that the correct program and data files are used? (e.g., by using a utility in the operating system)
	

	Is there a logging type facility  (audit trail) in the application to assist in reconstructing data files? 
	

	Does the application protect against concurrent file updates?
	

	Are transactions date- and time-stamped for logging purposes?
	

	Is a history log printed out as well as displayed on a terminal?
	

	Does the history log include the following:

- Hardware failure messages?

- Software failure messages?

· Processing halts?

· Abnormal termination of jobs?

· Operator interventions?

· Error messages?

· Unusual occurrences?

· Terminal failure messages?

· Terminal startup?

· Terminal shutdown?

· All input communication messages?

- All output communication messages?
	

	Is the log routinely reviewed by officers to determine the causes of problems and the correctness of actions taken?
	

	Are periodic balances made at short intervals to ensure that data is being processed accurately?
	

	Is off-line file balancing performed on the following:

· Batch counts?

· Record counts?

· Pre-determined control totals?

· Other? (specify)
	

	Does each input transaction have a unique identifier (transaction code) directing it to the proper application program for processing?
	

	Do programs positively identify input data as to type?(alpha or num.)
	

	Are computer generated control totals(run-to-run totals)  automatically reconciled between jobs to check for completeness of processing?
	

	Are there controls to prevent operators from circumventing file checking routines?
	


IV-(i)
Data processing integrity (Software related) -continued
	Are internal trailer labels containing control totals (e.g., record counts, pre-determined control totals) generated for all computer files and tested by the application programs to determine that all records have been processed?
	

	Are file completion checks performed to make sure that application files have been completely processed?
	

	Do data processing controls ensure that :

· output counts from the system equal input counts to the system?

· program interfaces require that the sending program output counts equal the receiving program input counts?

· system interfaces require the sending system’s output counts to equal the receiving system’s input counts?

· system interfaces require that shared files meet the control requirements of both the sending and receiving systems?
	

	Is there a daily automatic checking of key fields?
	


IV-(i)
Data processing integrity (non-technical)

	Do documented procedures explain the methods for proper data processing of every application program?
	

	Is there a logging type facility  (audit trail) in the application to assist in reconstructing data files?
	

	Is a history log printed out as well as displayed on a terminal?
	

	Is the log routinely reviewed by officers to determine the causes of problems and the correctness of actions taken?
	

	Are periodic balances checked at short intervals to ensure that data is being processed accurately?
	

	Are significant samples of updated records checked manually each day for accuracy?
	


IV-(iii)
Data processing validation and editing (Software related)

	Are batch control totals generated by the application to validate the completeness of batches received?
	

	Are record counts generated by the application to validate the completeness of data input?
	

	Are pre-determined totals generated by the application to validate the completeness of data input?
	

	Does a direct update to files cause the following to occur:

· A record is created and added to a backup file, containing a before-and-after picture of the record being altered?

· The transaction is recorded on the transaction history file together with the date and time of entry and the originator’s identification?
	


IV-(iv)
Data processing error handling (Software related)

	Do documented procedures explain how to identify, correct, and reprocess data rejected by the application?
	

	Is every data item that is rejected by the application automatically written on an automated suspense file?

Does the automated suspense file include the following?

· Codes indicating error type?

· Date and time the transaction was entered?

· Identity of the user who originated the transaction?

· Identity of the terminal from where the data was input?
	

	Are record counts automatically created by suspense file processing to control these rejected transactions?
	

	Are pre-determined control totals automatically created by suspense file processing to control these rejected transactions?
	

	Are transaction rejections transmitted to the users originating them so that corrective action can be taken?
	

	Is the automated suspense file used to control follow-up, correction, and re-entry of transactions rejected by the application?
	

	Is the automated suspense file used to produce analysis of the following for management review?

· Level of transaction errors?

· Status of uncorrected transactions?
	

	Are these analyses used by management to make sure that corrective action is taken when error levels become too high?
	

	Are these analyses used by management to make sure that corrective action is taken when uncorrected transactions remain on the suspense file too long?
	

	Are reports made to progressively higher levels management if these conditions worsen?
	

	 Are debit and credit type entries used instead of delete or erase type commands to correct rejected transactions on the suspense file?
	

	Is the application designed to reject delete or erase type commands?
	

	Do valid correction transactions purge the automated suspense file of corresponding rejected transactions?
	

	Are invalid correction transactions added to the automated suspense file along with the corresponding rejected transactions?
	

	Are record counts appropriately adjusted by correction transactions?
	

	Are pre-determined control totals appropriately adjusted by correction transactions?
	

	Are the procedures for processing corrected transactions the same as those for processing original transactions, with the addition of supervisory review and approval before re-entry?
	


V-(i)
Output balancing and reconciliation (Software related)

	Is message content validated before it is displayed, written, or printed on the output device?
	

	Are all activities of the day summarized and printed for each terminal device?
	

	Are these activity reports used to provide an audit trail for the reports?
	

	Are these reports reviewed by officers to determine the correctness of  output production?
	

	Is the application using Open Data Base Connectivity (ODBC)?  What are they?
	

	Does the application have Application Program Interfaces (API)?
	


V-(ii)
Output balancing and reconciliation (non-technical)

	Do documented procedures explain the methods for proper balancing and reconciliation of reports?
	

	On each report, does the application identify the following:

· Title or name of product?

· Processing program name or number?

· Date and time prepared?

· Processing period covered?

· User name and location?

· Counts developed during processing?

· End-of-job indication?

· Security classification, if any?
	


V-(ii)
Output balancing and reconciliation (non-technical) -continued
	Has a priority system been established so that critical output can be transmitted on time?
	

	Can transactions be traced forward to the final reports?
	

	Can transactions be traced backward to the original source documents?
	


V-(iii)
Output distribution

	Are there documented procedures explaining the methods for proper handling and distribution of reports?
	

	Are duties separated from input and authorization?
	

	Are users questioned periodically to determine their continued need for the products and the number of copies received?
	


V-(iv)
Output error handling

	Do documented procedures explain the methods for user department reporting and control of output errors?
	

	Is the user notified immediately of output problems?
	

	Are the reports from re-run jobs subject to the same quality review as were the original erroneous reports?
	


V-(v)
Output retention

	Have record and document retention periods been established?
	

	Are the periods reasonable for backup and audit purposes?
	

	Are appropriate methods (e.g., degaussing, shredding) used to dispose of unneeded records and documents?
	

	Is access to records and documents restricted to authorized individuals?
	

	Are reports periodically reviewed to determine whether they are still needed by the user?
	

	Is the dual-custody technique used to control accountable documents (e.g., cheque, bond, identification card stock) during the following periods:     -
 In storage?

· In transit?

· Waiting to be used by the application?

· Being used by the application?

· Waiting for distribution?

· Waiting for destruction?

· Waiting for transit back to storage?
	

	Is access to accountable documents restricted to authorized personnel?
	




Page 2 of 12

